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Where are we headed tonight?
� It is important for parents and those working with youth to 

have at least a basic understanding of  social media as we 
work to teach our youth and help them navigate through the 
digital world. Glad you are here tonight!

� Information on social media apps and our youth (pre-
teen/teens) as we look at information on commonly used 
social media.

� Cyberbullying



Internet and Adolescents
� Internet is a tool, not a toy.  If  it is used appropriately if  can 

be a great source of  learning and if  not it can be dangerous.

� Adolescents – The internet has always been there for their 
lives.  They know no different.  

� Differences between generations and internet use: 
Adolescents didn’t have the same manners and expectation 
that got overlaid to internet use like many of  us.



What is social media?
Definition of social media

: forms of  electronic communication (such as 
websites for social networking and microblogging) 
through which users create online communities to 
share information, ideas, personal messages, and 

other content (such as videos)
Merriam-Webster Dictionary



Average of: 
� 90 apps on your smartphones
� 330 friends on Facebook
� 250,000 updates in a few seconds
� 2 billion people on Facebook
� FaceBook – started in 2004
� Like button on FB? 

Feb 9, 2009
� 7.5 hours a day on screen of  some type – often multi-

tasking which really isn’t a thing, but it is hard to explain 
them.



http://kaipan.info/social-networking-infographic/

http://kaipan.info/social-networking-infographic/








There are so many!!!
� How can we make sense of  all these things?

� Good, Bad and the Ugly
� Jo Langford

� Green, Gray, Red, Dangerous Challenges
� SmartSocial.com

� Green, Yellow and Red



Green Zone or “Greenish”



Facebook
� Age: 13+
� Largest of  all social media networks. Not most used by teens.
� Users on Facebook can share to the network from their desktop, 

tablet and/or mobile phone. 
� Facebook makes their money by selling ads next to the feed (and 

in the feed) to let advertisers get in front of  it’s users. 
� Although Facebook has very robust privacy controls, we tell 

every child that “everything you post online is going to eventually 
be public.” This is because networks like Facebook have been 
known to quickly change their privacy settings without telling 
people and sometimes secrets are shared.

� Can be a good place to learn how to safely use social media



Instagram
� Age: 13+
� Instagram is a free photo (and video) sharing application 

that allows users to take photos (and one-minute videos), 
apply a filter, and share it on the app. 

� Instagram became very popular, and so Facebook bought 
them. 

� Instagram also has private messaging feature which some 
students can use instead of  texting. Instagram has also 
added some “disposable” features to try and copy Snapchat.



Twitter
� Age: 13+
� Twitter allows you to send messages with up to 280 

characters in length (and include photos and videos). 
� Twitter is a place where some students feel they can 

diary their feelings
� Tweets are tied to their identity.
� Can be positive depending on what is shared.



SMS Messaging
� Age: No age limits
� SMS text messaging is one of  the primary apps that each 

phone has. 
� All accounts are connected to phone numbers. 
� SMS messenger is relatively safe for students – trackable and 

least difficult for parents to monitor.
� Be aware of  how to manage settings.
� Potential problems: non-stop, content, etc.



Yellow Often where your 
students WANT to hang 
out and it can be ok, but 
if  they post in a way that’s 
anything less than wise, it 
could hurt them. 

As long as parents are 
nearby and following the 
students on each of  these 
apps, it can be more safe. 



YouTube
� Age: 13+

� World’s second largest search engine (their parent company is the 
largest search engine, Google). 

� Youtube is used by more students than almost any other network. 

� You don’t have to login or register (but you can) to see the 
benefits of  Youtube. 

� Some content can be worse than late night HBO. 

� YouTube also has a multitude of  educational videos you can learn 
from.



Snapchat
� Age: 13+
� Snapchat promises that you can take a photo/video, send it 

to a friend and the content will only be viewed once and 
then will disappear. 

� That’s not necessarily true!
� Screen shots, screen recording

� Snapchat also has a “story” feature that lets users share 
some videos/posts for 24 hours on their feed. 

� Snapchat is quickly growing and is a choice of  many teens.



HouseParty
� Age 14+
� Houseparty is a video chat app that lets teens video chat 

with 2-8 people at the same time. 

� All chats are unmoderated which means students can come 
in contact with inappropriate content or cyberbullies.



The Red Zone Take advantage of  people; 
location; privacy, etc.



Wishbone and Slingshot
Wishbone – targets girls Slingshot – targets boys
� Wishbone and Slingshot are apps that allows users to compare 

anything and everything and vote on their favorite. Users can 
create their own polls, including polls that are not appropriate for 
teens, and get feedback from the community and friends

� These apps cover topics from sports, video games, celebrities, 
humor, music, travel and pretty much anything else.

� In the beginning, this app would force students to watch 
inappropriate videos before moving onto the next poll.



AfterschoolApp
� Age: 17+
� AfterSchool App is an anonymous app that creates a 

separate chat group for every school. 
� It has been removed twice from the AppStore because of  

threats and arrests. 
� Messages often include bullying, pornography, and alcohol 

or drug references.



Private Photo (Calculator%)
� Designed to help students hide photos and 

videos behind an innocent looking calculator 
app. 

� This application looks like a calculator but 
entering a passcode opens a private area.



Ask.fm
� Age: 13+
� Ask.fm is one of  the godfathers of  cyber bullying apps (as it 

has been around for quite some time). 
� It encourages students to set up a public profile and allow 

anonymous people to ask them questions. This encourages 
bullying and can really hurt the student’s feelings. 

� Kids often reveal too much personal information on this 
site, and cyberbullying is very prevalent.



Kik
� Age: 17+
� Kik allows anyone on the app to contact your child and 

directly message them. 
� It can be very difficult for students to discern who is a 

predator and who is real and some adults have been known 
to use this app to pretend like they are tweens and teens.

� Users can connect with anyone on the network and aren’t 
limited to their phone’s contact list.



Tik Tok
� Age: 12+
� The Tik Tok app is a music video social media platform. 
� Tik Tok was purchased by the creators of  Musical.ly and 

Musical.ly discontinued their app and transferred all of  the users 
to the Tik Tok app. 

� This app is popular because it mixes self  deprecating humor with 
the latest pop music songs. 

� Apps like Tik Tok can allow strangers to direct message youth 
(and consume a large amount of  time, without creating a positive 
online footprint for your student).



So what can we do?



General Tips for Parents
� Check what apps youth are using on their phones.

� Be on the same apps your youth are using. Never trust 
an app just because it looks safe. Parents are the only 
reliable digital safety app.

� Have a discussion with your kids about inappropriate 
content, cyberbullying, pornography, sexting, etc. 



General Tips for Parents
� Think about what the social networking platform would 

compare to in the real world and consider if  that would 
be ‘safe’.

� We all need to use the same manners on internet that 
you would use in the real world. Social skills and 
manners – need to talk about this and teach them



General Tips for Parents
� Youth need to learn and hone skills of  saying no to 

invites and accept rejection/no.

� Consequences are used so that you don’t do that again 
(stay safe) rather than as a punishment for what they 
did.



Monitoring
� Why is it important to monitor your children online?

� 43% of  teens say they would change their online behavior if  
they knew that their parents were watching them 

� 54% of  teens said they’d be a lot more worried about it if  
parents knew what actually happens on social media 

� 69% of  teens regularly receive personal messages online from 
strangers and most of  them don’t tell a trusted adult 

From SmartSocial.com



Propriety
� Just because the kid knows how to use a device doesn’t know 

how to behave online.
� Never post anything you wouldn’t want read at the dinner table.
� Never post things you don’t want grandma to see
� Never open attachments from people you don’t know.
� 9 to 9 rule – it was rude to call before 9am and after 9pm – this 

should include texting, messages, etc.

� Like culture – “likes” are not accurate measure of  who they are 



Presentation
� Pre-set expectation about photos that are appropriate

� Want to avoid “typical” Instagram poses
� Talk to kids about what those portray

� Honesty in profiles (first names and ages) – sometimes 
controversial

� Not last names and not other identifying information
� More accountable for what you are saying and doing
� Usernames and handles remove some of  the fear of  saying things. 



Presentation
� Questions to ask:

� What are you “allowed’ to post?
� What is ‘off ’ limits’?
� Are the rules the same for boys and girls?  Why or why not?
� What makes a post “good” or “bad”?
� What does getting ‘likes’ mean? Impact on self-esteem.
� What apps are you using?
� Expectations can be used/applied to all the apps.  The apps 

are constantly changing.



Privacy
� Privacy settings can change on social networking randomly. 
� 1/4 of  adults have posted their kids names and pictures 

online. 
� Around middle school age – change how we think about kids 

privacy.
� Asking for consent to post pictures, especially when tagging a person 

in the picture.
� Kids need to know that they need to have consent

� Stuff  put on social media is not private.  



Privacy
� “You don’t trust me!” 

� This is not about trust.
� It is about kids showing that they are trustworthy.

� Learning to drive a car – kids need to show that they are trustworthy.
� Online behavior – need to know someone is going to watch how 

they are doing.

� Privacy needs to be earned over time when it comes to 
internet and social media use.



What is cyberbullying? 
What do parents needs to know to help their kids?



Cyberbullying
� Aggression and targeted harm through the use of  the 

Internet, screens and other technology.

� Anonymity is a huge factor.

� 100% kids when polled – use social media and have 
witnessed cruel behavior toward other people. 

� Doesn’t stop at the end of  the school day.



Cyberbullying vs. “Analog” Bullying
� 24 hours per day/7 days a week – not ending when the 

school day ends.
� Distributed quickly to a wide audience – moves very quickly; 

embarrassment can feel very large and very public; feel like 
it happened in front of  the whole planet – and it potentially 
is.

� Stopping/refuting the info is very difficult if  not impossible
� Adult audience is missing – they are not around; victims feel 

very alone.
� Anonymity = viciousness increases considerably because of  

anonymity.





Cyberbulling – What does it look like?
� Forwarding personal/private messages/photos
� Mean, scary/violent messages or posts
� Spreading rumors/lies
� Posting embarrassing pictures/memes
� Using fake profiles
� Catfishing – scams to suck people in to relationships; very intricate

� Posing as someone; Fake
� Doxing – sharing your personal information with other people.
� Sharing private info that you have about someone to people who don’t like a 

person
� Sub-tweeting – sending/comments about someone without saying the person’s 

name even though everyone knows who they are talking about.
� Direct threats and/or personal attacks



Kids need to know re cyberbullying…
� … this happens – not an “if ” it is a “when”; especially in 

middle school
� … this happens by accident, too – just because you think 

you are cyberbullied, it may not have been. Talk to your 
friend and see what is happening. Misunderstandings can 
occur – perception vs reality and motives.

� … not to reciprocate – difficulties with impulse control
� … not to stay silent – kids need to talk to someone who 

cares to help them figure out what is happening



Kids need to know re cyberbullying…

� … how to block/report people – need to teach them how to 
do this. You need to sit down with them and figure it out.  It 
is important to be familiar with the tech yourself.

� … how to give constructive criticism – incredibly important 
social skill.  People need to learn this at an earlier age than in 
the past.  Basic constructive criticism skills need to be taught 
to the kids we work with.



How does pornography impact youth and how to talk 
to them about it.



Pornography and Kids

“Any form of  media whose sole purpose 
is sexual stimulation.”

� 30% of  the internet is porn traffic.  Big industry!
� 1 out 4 online searches are porn related.
� More hits than anything other one thing (e.g., 

Amazon)



Pornography and Kids
� Shielding kids from pornography is no longer an option in 

our culture and society.  We need to talk about it and help 
them know how to handle it.

� Porn is a grown-up thing and not for kids.  Don’t want them 
to be auto-pilot into porn.

� Porn impacts the way that teens see themselves and 
development their identity.



Pornography and Kids
� Current age of  when kids finds porn for the first time on 

their own – age 9 or 10.

� 100% have been exposed to porn before puberty, but only 
25% will ask an adult about it.  The rest will try to figure it 
out on their own, ask their friends, etc.

� Can be become fixated on sexual images before they are 
emotionally and psychologically prepared. 



Talking to kids about porn
� Parents sometimes need encouragement and permission to 

talk about this stuff.
� Point out that it is a script not reality – kids think this is 

what sex looks like
� Address that it has become normalized and engrained in the 

peer culture.
� Pretending/perspective – if  you were an alien and learned 

about sex from porn what would you learn?
� Having a baby is different than how to have sex. Sex ed in 

school is more about reproduction.



Talking to kids about porn
� Need to talk a lot about how it affects them and what it is in 

a way that is appropriate for their age and their unique 
personal characteristics.  There is evidence that talking about 
it can help.  Not talking about it doesn’t keep them from 
doing it.  If  we talk about it we can have an impact on how 
it plays out for the kids.

� Fact and Value: This is the fact vs what we think about it 
(value).

� Be ready to answer the questions that they ask.  Be prepared 
and know what info to share without freaking them out.

� What language are they using and what words do you know?
� What gaps need to be filled in for their knowledge?



Ages 7-10
� Grown-ups do weird things and sometimes take pictures or 

videos
� Come and talk to me when that happens
� You won’t be in trouble – something inherent about it 

makes kids think that it should be secret.
� Help them understand that it is there



Ages 10-13
� Talk about how it is natural and normative to be interested 

in sex
� Curiosity about sex is normative
� Sex is designed for adults – not old enough to process what 

you are seeing
� Rule in family is that it is off  limits.
� What is your plan when you see it?  How are you going to 

respond?  What can you do/say when someone brings it in 
front of  you?  Give them a script and escape hatches.



Ages 13-16
� Porn is not real. 
� Porn is sexual, but it is not sex.
� Masturbation: This will vary on your values.

� A period of  non-use is a way to reset.
� 50% rule – if  you are going masturbate only view porn at the 

same time only 50% of  the time.  Use your own imagination. 
Taking it back to 0.  



Resources
�Commonsensemedia.org

�SmartSocial.com

�Beheros.net



Questions/Comments


